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1. Installing Castella

1.1. Welcome to Setup

Please exit al Windows programs before running
setup.

Toinstall Castella, double-click the setup file.
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15! Setup - Castella

Welcome to the Castella Setup
Wizard
Thiz will install Castella 2004.10.16.2 on your computer

It iz recommended that you close all other applications before
continuing.

Click Mext to continue, or Cancel to exit Setup.

Cancel

Figure 1. Welcome to the Setup Wizard
Click Next to continue
1.2. Exit Setup

Please note that at every stage of the installation pro-
Cess, you can halt / stop the installation.

Eatsetun |
@ Setup is not complete, IF you quit now, the program will not be installed,

‘ou may run the Setup program again at anather time to complete the installation.

Exit Setup®

Yes | Mo I

Figure 2: Exit Setup

Click Yes to cancel and quit the setup. Click No to
continue the Setup program.

1.3. Ready to Install

Upon clicking Next in the Welcome to the Castella
Setup Wizard window, setup will be ready to begin
the installation of Castella on your computer:

1! Setup - Castella

Ready to Install
Setup iz now ready to begin installing Castella on wour computer.

Click Irstall to continue with the installation.

Cancel

< Back I Install I

Figure 3: Ready to install

At every step of the installation, you may return to the
previous window by clicking Back

1.4. Installing

Castellawill now be installed:

1! Setup - Castella 3

Installing
Please wait while Setup installs Castella on your computer

Finishing installation..

|

In order to do so, click Cancel. A dialog box will be
displayed, asking to confirm cancelling the setup. This )

dialog box also enables you to resume Setup or to exit  Figure 4: Installing

definitely.

Revision: 1.0 1



‘e

Wait until the installation is finished.
1.5. Completing

When setup has finished installing Castella on your
computer, you should reboot the computer to compl ete
the installation of Castella:

]i,_,zl Setup - Castella

Completing the Castella Setup
Wizard
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To complete the installation of Castella, Setup must restart your
computer. Would vou like ta restart now?

& Yes, restart the computer now

7 Ma, | will restart the computer later

Figure 5: Completing

Click Finish to restart the computer now.

1.6. Verify Installation

To verify that Castella is correctly installed, go to
Sart > Settings > Control Panel > Administrative

Tools > Services and check that Castellais in the list
and started, as shown below:

5 Services i 1ol x|
| action wew ||+ = [ E|[EFEDB (2] = 1 =
Tres | Mame / | Description [ status | Startup Type | Logonds | =
B cervces locah | alerter Hotifies sel... Manual Localsystem
4 Application Manage... Providesss... Manual LocalSystem
“pAutomatic Updates  Enablesth.. Started  Automatic Localsystem
BBackground Intelig...  Transfers f... Manual LocalSystem
4 Started  Automatic
& ClipBook Supports C... Marual LocalSystem
S84COM+ Event System  Providesa...  Started  Manual LocalSystem .|
“gcomputer Browser  Maintains 3. Started  Automatic Localsystem
SEADHCP Client Managesn... Started  Automatic Localsystem
B iy Distributed Lirk Tra. Sends notif. Started Automatic Localsystem
G Distributed Transac... Coardinate... Marual LocalSystem
SR9DNS Client Resolvesa... Started  Automatic LocalSystem
“Event Log Logs event... Started  Automatic LocalSystem
S8 Fax Service Helps vou ... Marual LacalSystem
484 Indexing Service Marual Localsystem
Connectin... Providesn... Manual Localsystem
SByIPSEC Policy Agent  ManagesL.. Started  Automatic Localsystem
“@Logical Disk Manager  Logical Disk...  Started  Automatic Localsystem
RyLogical Disk Manage... Administrat... Manual Localsystem
£y ger Sendsand ... Started  Automatic LocalSystem
#atiet Loaon Supportsp..  Started  Automatic

LocalSystem LI
|

Figure 6: Services

2. Configuring Mozilla, Firefox or
Netscape

2.1. Installation in Netscape or Mozilla

When (first) installing SafeSign on the machine where
Castellaisinstalled, the SafeSign InstallShield Wizard
will allow you to install SafeSign in Netscape and/or
Mozilla during the SafeSign installation procedure (if
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Netscape / Mozilla are installed at the time of Safe-
Sign installation and if selected).

It is recommended that the SafeSign PKCS #11 Li-
brary (aetpkssl.dll) is not installed at this point. After
installing Castella, users should manually add the
Castella Library (libcastella.dll) to Netscape / Mozilla
The next pages contain instructions to do so.

The same applies to other PKCS #11 applications,
where you should indicate the PKCS #11 Library to
use.

2.2. Opening the Device Manager

In Mozilla Navigator or Netscape Navigator (7.1), go
to Edit > Preferences > Privacy & Security > Certifi-
cates > Manage Security Devices to open the Device
Manager dialog:

(&) Device Manager
Security Modules and Devices Details Walue

= Netscape Internal PKCS #11 Module
E--Genenc Crypto Services
*-Software Security Device

= Builtin Roots Module
. Builtin Object Token

=10 x|

Enable FIPS

Figure 7: Netscape
2.3. Load PKCS#11 Device

Click on Load to load a new PKCS#11 device.

=10/

) er
vice

Load PKCS#11 De |

to add.
Module Mame: 1oy PKCS#11 Module |

Module filename: ,—| Bromse. ..

| Yalue

Enter the information For the module you wa

Enable FIPS

Figure 8: Netscape Device Manager
2.4. Enter a Module Name

Enter a module name ("Castella" in our example) and
the modul e filename (as indicated below):
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Load PKCS#11 Device |

Enter the information For the module wou wank ko add,

|Castella |

|

Maodule Mame:

Maodule Filename: ]Iil:u:astella.dll

[ (8] 4 ] [ Cancel ]

Figure 9: Load PKCS#11 Device
Click OK
2.5. Confirm Module Installation

Upon clicking OK, you will be asked to confirm in-
stallation of the security module;

x

-4

Are you sure vou wank to install this security module?
Maodule Mame: Castella
Path: libcastella. dl

[\ [ ok

Figure 10: Load PKCS#11 Device

] [ Cancel ]

Click OK to confirm installation of the security mod-
ule

2.6. Module Installation Confirmed

Upon clicking OK, you will be informed when the se-
curity has been installed:

N

x|

& new security module has been installed

I,

Figure 11: Load PKCS#11 Device
Click OK to finish installation
2.7. Installation Complete

The Castella security module has now been installed:

Installing Castella

) Device Manager

E =101x]
Security Modules and Devices Deetails Value e
= Netscape Internal PKCS #11 Module :
;--Genenc Crypto Services
‘- Software Security Device
= Builtin Roots Module
*-Builtin Object Token
= Castella
*-OMNIKEY CardMan 3x21 0

Unload |
Enable FIPS

Figure 12: Netscape Device Manager
Close this dialog
3. Removing Castella

3.1. De-Installation

In order to de-install Castella, we recommend using
the Add/Remove Programs windows:

=]
Sort by: [ Mame -

Ef Add/Remove Programs

Currently installed programs:

1 Castella 2004.10.16.2

%, E-Lock Prosigner Size 1,69MB
(4] ;;tfet!’rirsﬁts Chipset Graphic Driver End User Diagnostics Sizs 50K
@ Internet Explorer Q32804 Size 20,4MB
8 Microsoft Internet Explorer & SP1 Size 20,4MB
& Micrasoft Offie 2000 Premium Size 45,4MB
@ Microsoft windows Journal Wiewer Size S,6IME
i) Mazila (1.7.2)

i’ Metscape (7.1)

ﬁ Netscape Communicatar 4,79

(4] Outlock Express Update Q330994

@ pokdit 1.2.5 Size ,14MB
% Remote Deskiop Cannection Size 1,12MB
i@ Safesign Standard Size 5,66MB [ |

Figure 13: Add/Remove Programs:. Castella
Click Change/Remove
3.2. Confirm De-Install

Upon clicking Change/Remove, you will be asked if
you are sure to de-install Castella:

Castella Uninstall

Figure 14: Castella Uninstall

Click Yes to continue removing Castella and all of its
components. Upon clicking yes, Castellawill be unin-
stalled:
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3.3. De-Install Progress

Castella Uninstall - |
Uninstall Status
Flease wait while Castella iz removed from vour computer. y

Uninstaling Castella...

|

Cance| |

Figure 15: Castella Uninstall: Uninstall Status
3.4. De-Install Complete

Wait until the Castellais uninstalled. When Castellais
uninstalled, you will be asked to restart your com-
puter:

Castella Uninstall E |
@ Tao complete the uninstallation of Castellwour computer must be restarted.

iould vou like ko restart now?

Yes Mo |

Figure 16: Castella Uninstall: Restart

Click Yesto restart your computer
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